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DETAILED ACTION 

1 . This action is in response to the RCE filed 08/01/2005. Claims 29-36 have been 
cancelled; claims 37-42 have been added. 

Response to Arguments 

2. Applicant's arguments with respect to claim 37 have been considered but are 
moot in view of the new ground(s) of rejection. Applicant's amendments have 
necessitated a new search and new grounds of rejection. 

3. Applicant's arguments filed 08/01/2005 with respect to claims 41-42 have been 
fully considered but they are not persuasive. Applicant argues that Ahmed does not 
suggest calculating a checksum for a packet of a first communication layer and 
including the checksum in an encrypted packet of a lower communication layer. Ahmed 
discloses a layer-oriented network architecture in which data packets from a network 
layer (i.e. TCP/IP) (fig. 3A, element 102E) are sent down to a subnetwork layer for 
encryption (fig. 3A, element 102D; col. 1 1 , lines 1-12). Although Ahmed does not 
explicitly disclose that a checksum is generated in the network layer at the sending end 
and is verified at the receiving end, this feature is inherent to the TCP protocol. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
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art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

5. Claims 37-41 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. Regarding claims 37 and 41, the claims recite 
the limitation "a network layer packet comprising the subnetwork layer packet" (claim 
37, lines 4-5) and "including the encrypted sub-network layer packet as part of the 
network layer packet" (claim 41 , lines 4-5). These features were not disclosed in the 
Specification as originally filed and, therefore, are considered new matter. Claims that 
are not specifically addressed are rejected by virtue of their dependency. 

6. Claims 37-41 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to 
comply with the enablement requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to enable one skilled in the art to 
which it pertains, or with which it is most nearly connected, to make and/or use the 
invention. It is well known in the art of data communications that data to be transmitted 
goes down the protocol stack from higher communication layers to lower 
communication layers, and that each layer adds additional control data to the data 
received from the upper layer so that the packet generated at the lower layer includes 
the packet generated at the upper layer. Regarding claims 37 and 41 , the claims recite 
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the limitation "a network layer packet comprising the subnetwork layer packet" (claim 
37, lines 4-5) and "including the encrypted sub-network layer packet as part of the 
network layer packet" (claim 41 , lines 4-5). However, the disclosure fails to teach how a 
network layer packet comprises the subnetwork layer packet or how to include the 
encrypted sub-network layer packet as part of the network layer packet. Thus, the 
disclosure fails to enable one skilled in the art to make and use the claimed invention. 
Claims that are not specifically addressed are rejected by virtue of their dependency. 
Therefore, a data packet of an upper layer cannot comprise or include a data packet 
generated by a lower layer. 

Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

8. Claims 41-42 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Ahmed et al (6,747,961). Regarding claim 41 being representative of claim 42, Ahmed 
discloses a layer-oriented network architecture in which data packets from a network 
layer (i.e. TCP/IP) (fig. 3A, element 102E) are sent down to a subnetwork layer for 
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encryption (fig. 3A, element 102D; col. 1 1, lines 1-12). Although Ahmed does not 
explicitly disclose that a checksum is generated in the network layer at the sending end 
and is verified at the receiving end, this feature is inherent to the TCP protocol. The 
Examiner provides a separate reference to show the inherency of a checksum value in 
TCP protocol. 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claims 37-40 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ahmed in view of Davis et al (6,643,815) and Menezes et al. ("Handbook of Applied 
Cryptography"). 

Regarding claims 37-39, Ahmed discloses method and system in which a sender 
and a receiver communicates with each other using an identical protocol stack at each 
side (fig. 3A). Ahmed further discloses that network layer data packets generated at the 
network layer (i.e. TCP/IP) at the sender (fig. 3A, element 102E) are sent down to a 
subnetwork layer (fig. 3A, element 102D) for encryption (col. 11, lines 1-12). The 
encrypted network layer data packets continue to go down the protocol stack and are 
sent over a communication network to the receiver. Once received the encrypted 
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network layer data packets go up the protocol stack and are decrypted at the 
corresponding subnetwork layer. The decrypted network layer data packets are then 
sent up to the network layer (col. 11, lines 1-12). Although Ahmed does not explicitly 
disclose that a checksum for each network layer packet is generated in the network 
layer at the sender and that the network layer at the receiver verifies the checksum of 
the received TCP packet, these features are inherent to the TCP protocol. 

Ahmed teaches encryption and decryption of network layer packets; however, 
Ahmed does not teach detecting a loss of cipher synchronization. Davis discloses 
verifying the checksum of a transmitted packet to detect a loss of cipher synchronization 
(col. 2, lines 4-33; col. 7, lines 14-20). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made to modify the Ahmed method to verify 
the checksum of a transmitted packet to detect a loss of cipher synchronization, as 
taught by Davis. The motivation for doing so would have been to detect a loss of cipher 
synchronization. 

Ahmed does not disclose that the encryption algorithm is a stream cipher. 
Menezes discloses using stream ciphers (p. 161, see 6.1 Introduction). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the method of Ahmed to use a stream cipher, as taught by Menezes, because 
stream ciphers are advantageous in situations where transmission errors are highly 
probable. 

Regarding claim 40, Ahmed does not disclose re-synchronizing a stream cipher 
with a transmitter once a loss of cipher synchronization is detected. Davis further 
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discloses re-synchronizing a cipher with a transmitter once a loss of cipher 
synchronization is detected. It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to modify the method of Ahmed further to re- 
synchronizing a stream cipher with a transmitter once a loss of cipher synchronization is 
detected, as taught by Davis. The motivation for doing so would have been to allow re- 
synchronization when a loss of cipher synchronization is detected. 

Conclusion 

1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Patent No. 6,697,490 to Mizikovsky et al. 

U.S. Patent No. 6,848,008 to Sevanto et al. 

U.S. Patent No. 6,944,299 to Mallela et al. 

Stevens, "TCP/IP Illustrated, Volume 1 - The Protocols" 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dinh whose telephone number is 571-272-3802. 
The examiner can normally be reached on Mon-Fri: 10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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